Лабораторная работа №12. Sandbox

Ход работы
1. Установка зависимостей
Были установлены все необходимые пакеты и библиотеки, включая системные инструменты (git, automake, wget) и библиотеки для Python, такие как sqlalchemy, jinja2, bottle, requests, и другие. Также была установлена и настроена база данных MariaDB.
2. Установка VirtualBox
VirtualBox был установлен и настроен для работы с песочницей. Была создана виртуальная машина с Windows XP, добавлены общие папки и настройки сети. Для удобства работы установлен VirtualBox Extension Pack.
3. Установка Cuckoo Sandbox
Cuckoo Sandbox был успешно установлен через клонирование репозитория. Настроены конфигурационные файлы для работы с виртуальной машиной, базы данных и сети. Включены функции анализа памяти.
4. Настройка виртуальной машины
В Windows XP отключены защитные функции (брандмауэр, автоматические обновления), настроена сеть, установлен агент Cuckoo для работы с песочницей. Сняты снапшоты виртуальной машины для быстрого восстановления её состояния.
5. Тестирование Cuckoo Sandbox
На анализ была отправлена тестовая вредоносная программа. Песочница успешно обработала файл, создала отчёт и отобразила результаты через веб-интерфейс.
Возникшие проблемы и их решение
1. Проблема: Некоторые библиотеки и файлы (например, community.py) отсутствовали в репозитории.
Решение: Были скачаны альтернативные версии или найдены обходные пути для выполнения лабораторной.
2. Проблема: Устаревшая версия Cuckoo требовала Python 2, что вызывало ошибки.
Решение: Установлено виртуальное окружение для Python 2, все зависимости были успешно добавлены.
3. Проблема: Ошибки при настройке виртуальной машины и сети в VirtualBox.
Решение: Настройки были изменены вручную в соответствии с документацией.




Вопросы к лабораторной работе
1. Песочница — это изолированная среда для безопасного выполнения и анализа подозрительных файлов или программ. Она защищает основную систему от потенциальной угрозы.
2. Принцип работы песочниц заключается в запуске подозрительных программ в изолированной виртуальной среде, где анализируется их поведение, включая создание процессов, работу с файлами и сетевую активность.
3. Песочницы используют в кибербезопасности для анализа вредоносного ПО, в тестировании программного обеспечения, в образовательных целях, а также для экспериментов и отладки программ.
4. Преимущества песочниц: безопасность, гибкость, возможность реального времени анализа. Недостатки: высокие требования к ресурсам, возможное обнаружение песочницы вредоносным ПО, необходимость навыков настройки.
5. Альтернативы песочницам включают антивирусные программы, эмуляторы, облачные сервисы анализа вредоносного ПО и системы мониторинга поведения файлов.
6. Эмуляция — это процесс воспроизведения работы одной системы или устройства на другой системе, позволяющий запускать программы или файлы без их выполнения в оригинальной среде.
7. Эвристический анализ — метод обнаружения вредоносного ПО на основе анализа его поведения и структуры кода. В отличие от сигнатурного анализа, который выявляет только известные угрозы, эвристический анализ позволяет обнаружить новые виды угроз, но может давать ложные срабатывания.
8. Файловый антивирус предназначен для защиты системы, проверяя файлы на вредоносное содержимое при их открытии, создании или изменении.
9. Вредоносное ПО — это программное обеспечение, разработанное для нанесения вреда системе, пользователю или данным. К нему относятся вирусы, трояны, черви, программы-вымогатели и другие виды угроз.
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[ e distorm)
-+ apt-get install virtualbox-5.3

Reading package lists ..
Building dependency tree ... Done

Reading state information... Done

Package virtualbox-4.3 is not available, but is referred to by another package
This may mean that the package is missing, has been obsoleted, or

is only available from another source

Done

Package 'virtualbox-4.3' has no installation candidate

(+o0t o) [/tmp/distorm]
+cd Jtmp

|

[(xoot® kali)-[/tap)
- VBOX_LATEST_VERSION=5(curl http://download.virtualbox.org/virtualbox/LATEST.TXT)

% Total % Received % Xferd Average Speed Time  Time  Time Current
Dload Upload Total Spent  Left Speed
10 6 100 6 0o 0 4 0 0:00:01 0:00:01 4

[(xo0t® kali)-[/tap]
-+ uget http://download.virtualbox.org/virtualbox/${VBOX_LATEST_VERSION}/Oracle VM_VirtualBox_Extension_Pack-{VBOX_LATES]

2024-11-24 19:15:55— http://download.virtualbox.org/virtualbox/7.1.4/0racle VM_VirtualBox_Extension_Pack-%7BVBOX_LATES
Resolving download.virtualbox.org (download.virtualbox.org) ... 2.21.188.103

Connecting to download.virtualbox.org (download.virtualbox.org)|2.21.188.1031:80... connected.

HTTP request sent, awaiting response ... 404 Not Found

2024-11-24 19:15:57 ERROR 404: Not Found

[(xoot® kali)-[/tap]
-+ vboxmanage extpack install /tmp/Oracle VM_VirtualBox_Extension_Pack-${VBOX_LATEST_VERSION}.vbox-extpack
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[yl opt )]
-+ uget https://download.virtualbox.org/virtualbox/7.1.4/VBoxGuestAdditions_7.1.4.1s0

--2024-11-24 19:17:13— https://download.virtualbox.org/virtualbox/7.1.4/VBoxGuestAdditions_7.1.4.is0
Resolving download.virtualbox.org (download.virtualbox.org) ... 2.21.188.103

Connecting to download.virtualbox.org (download.virtualbox.org)|2.21.188.103]:443 ... connected

HTTP request sent, awaiting response ... 200 OK

Length: 59699200 (57M) [application/octet-strean]

saving to: 'VBoxGuestAdditions_7.1.4.iso0

VBoxGuestAdditions_7.1.4.iso 100%[

2024-11-24 19:17:51 (1.66 MB/s) - ‘VBoxGuestAdditions_7.1.4.iso’ saved [59699200/59699200]

[C(root@ kali)-[/opt]
-+ ping download.virtualbox.org

PING e2875.d.akamaiedge.net (2.21.188.103) 56(84) bytes of data.

64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103)
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103)
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.con (2.21.188.103):
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103)
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103)
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.con (2.21.188.103):
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103)
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103)
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.con (2.21.188.103):
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103)
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103)
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.con (2.21.188.103):
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103)
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103)
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.con (2.21.188.103):
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103)
64 bvtes from a32-21-188-103 deplov. <tatic akamaitechnologies com (2 .71 188 103)
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[(root® kali)-[/opt]
~ echo $VBOX_LATEST_VERSION

7.1.4

(root® kali)-[/opt]
-+ useradd cuckoo

|

[(ro0t® kali)-[/apt]
-+ usernod -a -G vboxusers cuckoo

(root® kali)-[/opt]
[ id cuckoo

01(cuckoo) gid=1001(cuckoo) groups=

1(cuckoo), 140(vboxusers)

(root® kali)-[/opt]
+cd fopt

|

[(x00t® kali)-[/opt]
-+ uget http://downloads. cuckoosandbox.org/1.1/cuckoo_1.1.tar.gz

2024-11-24 19:22:56- http: //dounloads. cuckoosandbox.org/1.1/cuckoo_1.1. tar.gz
Resolving downloads. cuckoosandbox.org (downloads.cuckoosandbox.org)... 104.21.42.51, 172.67.157.7, 2606:

815:2a

Connecting to downloads. cuckoosandbox.org (downloads.cuckoosandbox.org)|104.21.42.511:80 ... connected.
{TTP request sent, awaiting response ... 301 Moved Permanently
Location: https://downloads. cuckoosandbox.org/1.1/cuckoo_1.1.tar.gz [following]
2024-11-24 19:22:56— https://downloads. cuckoosandbox.org/1.1/cuckoo_1.1.tar.gz
Connecting to downloads.cuckoosandbox.org (downloads.cuckoosandbox.org)[104.21.42.511:443 ... connected.

{TTP request sent, awaiting response ... 404 Not Found
2024-11-24 19:22:57 ERROR 404: Not Found.
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-+ cd /opt/cuckoo
ythond - venv venv

ource venv/bin/activate

The virtual environment was not created successfully because ensurepip is not
vailable. On Debian/Ubuntu systems, you need to install the python3-venv
ackage using the following command.

apt install python3.12-venv

fou may need to use sudo with that command. After installing the python3-venv
ackage, recreate your virtual environment

Failing command: /opt/cuckoo/venv/bin/python3
source: no such file or directory: venv/bin/activate

() [fept/cuckoo]
-+ sudo apt update
sudo apt install python3-venv

:/run/live/mediun kali-last-snapshot InRelease
/run/Live/medium kali-last-snapshot InRelease

/run/live/medium kali-last-snapshot Release [7,354 B]

:/run/live/mediun kali-last-snapshot Release [7,354 B]

/run/live/mediun kali-last-snapshot Release.gpg

/run/live/mediun kali-last-snapshot Release.gpg

+//http.kali.org/kali kali-rolling InRelease

//download. virtualbox.org/virtualbox/debian bookworm InRelease [4,434 B]

//download. virtualbox.org/virtualbox/debian bookworm InRelease

following signatures couldn't be verified because the public key is not available: NO_PUBKEY A2F683C52980AECF
Conflicting distribution: file:/run/live/mediun kali-last-snapshot Release (expected kali-last-snapshot but got k
GPG error: http://download.virtualbox.org/virtualbox/debian bookworn InRelease: The following signatures couldn't
.. The repository 'http://download.virtualbox.org/virtualbox/debian bookworm InRelease' is not signed.

Notice: Updating from such a repository can't be done securely, and is therefore disabled by default
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O ept/cuckoo)
+ dpkg -1 | grep python3-venv

i1 python3-venv. EREXE ande. venv module for p

(000 )= opt/cuckoo]
-+ python3 - venv venv

g

(o) L/opt/cuckoo)
© source venv/bin/activate

[(ven)sC ) [ept/cuckoo)
-+ pip install -r requirements.txt

ERROR:: Could not open requirements file: [Errno 2] No such file or directory: 'requirements.txt'

E'(vsnv )=(+00t 1 )-[fopt/cuckoo]

e [/opt/euckoo )
s

analyzer appveyor.yml conftest.py cuckoo docs LICENSE MANIFEST.in README.rst setup.cfg setup.py stuff tests ut

[(venCon ) opt/cuckoo)
-+ uget https://raw.githubusercontent.con/cuckoosandbox/cuckoo/master/requirements. txt

2024-11-24 19:37:44—  https://raw.githubusercontent.com/cuckoosandbox/cuckoo/master/requirements. txt
Resolving raw.githubusercontent.com (raw.githubusercontent.com) ... 185.199.109.133, 185.199.110.133, 185.199.108.133, ...
Connecting to raw.githubusercontent.com (raw.githubusercontent.com)|185.199.109.133:443 ... connected.

HTTP request sent, awaiting response... 404 Not Found

2024-11-24 19:37:45 ERROR 404: Not Found.
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(+oo0 o )-[/tmp/yara-python]
©cd Jtmp

0

[C(root® kali)-[/tap]
-+ uget http://distorm.googlecode. con/files/distorn3.zip

--2024-11-24 18:51:28— http://distorn.googlecode.com/files/distorn3.zip
Resolving distorm.googlecode.com (distorm.googlecode.com) ... 108.177.14.82, 2a00:1450:4010:c0b:: 52
Connecting to distorn.googlecode.com (distorm.googlecode.con)|108.177.14.82:80 ... connected.

HTTP request sent, awaiting response ... 404 Not Found

2024-11-24 18:51:30 ERROR 404: Not Found.

(oot ® kali)-[/tap]
- unzip distorm3.zip

unzip: cannot find or open distorm3.zip, distorm3.zip.zip or distorm3.zip.ZIP.

E'(nme - mp]

[(zo0t® kali)-[/tmp]
- [{l200~cd /tmp
zsh: bad pattern: “[[200~cd

(oot ® kali)-[/tap]

-+ git clone https://github.con/gdabah/distorm.git

Cloning into distorn’ ...

remote: Enumerating objects: 2272, done.

remote: Counting objects: 100% (137/137), done.

remote: Compressing objects: 100% (82/82), done.

remote: Total 2272 (delta 52), reused 123 (delta 50), pack-reused 2135 (from 1)
Receiving objects: 100% (2272/2272), 1.83 MiB | 1.08 MiB/s, done.

Resolving deltas: 100% (1464/1464), done.
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[C(root® kali)=[/tap]
- mkdir /tmp/pyssdeep
cd /tmp/pyssdeep

[ /tp/pyssdeep)
-+ echo "from setuptools import setup; setup()" > setup.py

[ /tp/pyssdeep)
- python ~c "import pydeep; print(pydeep.hash_bytestr(b’test'))"

Traceback (most recent call last):
File "<string>”, line 1, in <module>
AttributeError: module 'pydeep’ has no attribute 'hash_bytestr'. Did you mean: 'hash_bytes'?

[/ tp/pyssdeep)
+ python setup.py build

running build

[/ tp/pyssdeep)
+ python setup.py install

running install
/ust/1ib/python3/dist-packages/setuptools/_distutils/cnd.py:6

: SetuptoolsDeprecationWarning: setup.py install is deprecat

Please avoid running ~setup.py = directly
Instead, use pypa/build, pypa/installer or other
standards-based tools.
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[o(root@ katd)-(/tap)
~ sudo apt update
sudo apt install ssdeep
pip install ssdeep

Tun/live/mediun kali-last-snapshot InRelease
Tun/live/mediun kali-last-snapshot InRelease
file:/run/live/mediun kali-last-snapshot Release [7,354 B]
Tun/live/mediun kali-last-snapshot Release [7,354 B]
Tun/live/mediun kali-last-snapshot Release.gpg
file:/run/Live/medium kali-last-snapshot Release.gpg
//http.kali.org/kali kali-rolling InRelease
1838 packages can be upgraded. Run 'apt list —upgradable’ to see them.
warning: Conflicting distribution: file:/run/live/medium kali-last-snapshot Release (expected kali-last-snapshot but got k
Installing:
ssdeep

Summary:
Upgrading: o, Installing
Download size: 34.3 kB
Space needed: 89.1 kB / 1,822 MB available

Removing: 0, Not Upgrading: 1838

Get:1 http://http.kali.org/kali kali-rolling/main amd64 ssdeep amd64 2.14.1+git20180629.57FcFFf-3+b2 [34.3 kB]
Fetched 34.3 kB in 65 (5,564 B/S)
Selecting previously unselected package ssdeep.
(Reading database ... 416729 files and directories currently installed.)
Preparing to unpack .../ssdeep_2.14.1+git20180629.57fcFFf-3+b2_amd6s.deb
Unpacking ssdeep (2.14.1+git20180629.57fcFFf-3+b2)
Setting up ssdeep (2.14.1+git20180629.57fCFff-3+b2)
Processing triggers for man-db (2.12.1-2)
Processing triggers for kali-menu (2024.3.1)
Collecting ssdeep

Downloading ssdeep-3.4.tar.gz (110 k8)

110.8/110.8 kB 245.5 kB/s eta 0:00:00
Preparing metadata (setup.py) ... error
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File Actions Edit View Help

64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_seq-111 ttl-255 time-107 ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_se £t1-255 time-108 ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_se ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_seq- ns
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_se ns
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_seq- ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_se ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_se ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_seq- ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_se ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_se ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_seq- ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_se ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_se ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_seq- ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_se ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_se ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_seq- ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_se ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_se ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_seq- ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_se ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_se ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_seq- ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_se ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_se ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_seq- ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_se ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_se ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_seq- ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_se ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_se ms
64 bytes from a2-21-188-103.deploy.static.akamaitechnologies.com (2.21.188.103): icmp_seq-143 ttl-255 time-110 ms
iu bytes from a2-21-188-103.deploy. static.akamaitechnologies.com (2.21.188.103): icmp_se: £t1-255 time-110 ms

BO¥MTSEOME @righc

[
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[C(root® kali)-[/tap]
-+ pip install lxml

Requirement already satisfied: lxml in /usr/lib/python3/dist-packages (5.1.
WARNING: Running pip as the 'root’ user can result in broken permissions and conflicting behaviour with the system package
pip.pypa.io/warnings/venv. Use the —root-user-action option if you know what you are doing and want to suppress this warn

[(root® kali)-[/tap]
-+ pip install cybox=:

1.4
1.4.2ip (996 KB)

Collecting cybox=2
Downloading cybox-2

996.7/996.7 KB 642.4 ki/s eta 0:00:00

Preparing metadata (setup.py) error
.- subprocess-exited-with-error

- python setup.py egg_info did not run successfully.
exit code: 1
> [8 lines of output]
Traceback (most recent call last):
File "<string>”, line 2, in <module>
File "<pip-setuptools-caller>”, line 34, in <module>
File "/tmp/pip-install-duowyi3r/cybox_656c4dbS9a6341838166246dd53d6468/setup.py”, Lline 6, in <module>
import cybox
File "/tmp/pip-install-duowyi3r/cybox_656c4dbs9a6341838166246dd53d6468/cybox/_init__.py”, line 9, in <module>
from Stringl0 import StringT0
ModuleNotFoundError: No module named 'StringI0
[end of output]

note: This error originates from a subprocess, and is likely not a problem with pip
~: metadata-generation-failed

- Encountered error while generating package metadata.
~ see above for output.

note: This is an issue with the package mentioned above, not pip
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E(nmt@ C)-[/tmp) View image
-+ apt-get install python-dev libxml2-dev libxslti-dev Llibevent-dev libpcre3 libpcres-dev zliblg

Reading package lists ... Done
Building dependency tree ... Done
Reading state information ... Done
package python-dev is not available, but is referred to by another package
This may mean that the package is missing, has been obsoleted, or
is only available from another source
owever the following packages replace it:
python2 python2-dev python-dev-is-python3

Package 'python-dev’ has no installation candidate
Unable to locate package libpcres+-dev

: Couldn't find any package by regex 'libpcre++-dev
Unable to locate package -y

[(root® kali)-[/tap]
-+ apt-get install mariadb-server -y

Reading package lists ... Done

Building dependency tree ... Done

Reading state information ... Done

The following additional packages will be installed
Libmariadb3 mariadb-client mariadb-client-core mariadb-common mariadb-plugin-provider-bzip2 mariadb-plugin-provider-lz4
mariadb-server-core

The following packages will be upgraded:
Libmariadb3 mariadb-client mariadb-client-core mariadb-common mariadb-plugin-provider-bzip2 mariadb-plugin-provider-lz4
mariadb-server-conpat mariadb-server-core

12 upgraded, 0 newly installed, 0 to remove and 1838 not upgraded

Need to get 15.3 MB of archives.

After this operation, 1,211 kB of additional disk space will be used

set:1 http://mirror.telepoint.bg/kali kali-rolling/main amd64 mariadb-common all 1:11.4.3-1 [27.1 kB]

set:2 http://mirror.cspacehostings.con/kali kali-rolling/main amd64 mariadb-server-compat all 1:11.4.3-1 [26.1 kB]

et:7 http://mirror. johnnybegood. fr/kali kali-rolling/main amd64 libmariadb3 amdsd 1:11.4.3-1 [181 kB]





image15.png
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—(ro0t® kali)-[~]
— cd /tmp

(root® kali)-[/tmp]
-+ apt-get update

:/run/live/medium kali-last-snapshot InRelease
/run/live/medium kali-last-snapshot InRelease

/run/live/mediun kali-last-snapshot Release.gpg
:/run/live/mediun kali-last-snapshot Release.gpg

(venv)root@kali: fopt/cuckoo/cuckoo

:/run/live/medium kali-last-snapshot Release [7,354 B]
/run/live/medium kali-last-snapshot Release [7,354 B]

/run/live/medium kali-last-snapshot/main amdsi Packages [82.0 kB]
/run/live/medium kali-last-snapshot/contrib amdei Packages [4,232 B]
+/run/live/mediun kali-last-snapshot/non-free amde4 Packages [2,116 B]
/run/live/medium kali-last-snapshot/non-free-firmuare amdst Packages [30.9 kB]
//mirrors.ustc.edu.cn/kali kali-rolling InRelease [41.5 kB]

et:9 http://mirrors.ustc.edu.cn/kali kali-rolling/non-free-firmware Sources [8,449 B]

http://mirrors.ustc.edu.cn/kali kali-rolling/main Sources [16.7 MB]
http://mirrors.ustc.edu.cn/kali kali-rolling/non-free Sources [121 kB]
http://mirrors.ustc.edu.cn/kali kali-rolling/contrib Sources [75.8 kBl
http://mirrors.ustc.edu.cn/kali kali-rolling/main amde4 Packages [20.3 MB]
http://mirrors.ustc.edu.cn/kali kali-rolling/main amde4 Contents (deb) [49.4 MB]
http://mirrors.ustc.edu.cn/kali kali-rolling/contrib amde4 Packages [112 kB]
http://mirrors.ustc.edu.cn/kali kali-rolling/contrib amdé4 Contents (deb) [274 kBl
http://mirrors.ustc.edu.cn/kali kali-rolling/non-free amdst Packages [197 kB]

et:18 http://mirrors.ustc.edu.cn/kali kali-rolling/non-free amd64 Contents (deb) [877 kB]

etched 88.2 MB in Imin 495 (811 kB/s)
eading package lists... Done

9 http://mirrors.ustc.edu.cn/kali kali-rolling/non-free-firmware amde4 Packages [10.6 kB]
0 http://mirrors.ustc.edu.cn/kali kali-rolling/non-free-firmware amd4 Contents (deb) [23.1 kBl

i Conflicting distribution: file:/run/live/mediun kali-last-snapshot Release (expected kali-last-snapshot but got kali-ro

(root® kali)-[/tmp]

+ apt-get install python-dev libxml2-dev libxslti-dev libevent-dev libpcre3 libpcre3-dev zliblg-dev libtool libpcres+-de
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[C(root® kali)-[/tap]
-+ pip install django

Requirement already satisfied: django in /usr/lib/python3/dist-packages (4.2.14)
WARNING: Running pip as the 'root' user can result in broken permissions and conflicting behaviour with the system packai
pip.pypa.io/warnings/venv. Use the --root-user-action option if you know what you are doing and want to suppress this wa

[C(root® kali)-[/tap]
-+ pip install py3compat

Collecting py3compat
Downloading py3compat-0.4-py2.py3-none-any.whl.metadata (837 bytes)

Downloading py3compat-0.4-py2.py3-none-any.whl (5.2 kB)

Installing collected packages: py3compat

Successfully installed py3compat-0.4

WARNING: Running pip as the 'root’ user can result in broken permissions and conflicting behaviour with the system packai

pip.pypa.io/warnings/venv. Use the —root-user-action option if you know what you are doing and want to suppress this wa

[C(root® kali)-[/tap]
-+ pip install pymongo

Collecting pymongo
Downloading pymongo-4.10.1-cp311-cp311-manylinux_2_17_x86_64.manylinux2014_x86_64.whl.metadata (22 kB)

Requirement already satisfied: dnspython<3.0.0,>1.16.0 in /usr/lib/python3/dist-packages (from pymongo) (2.6.1)

Downloading pymongo-4.10.1-cp311-cp311-manylinux_2_17_x86_64.manylinux2014_x86_64.whl (1.7 MB)

1.7/1.7 MB 1.7 13/5 eta 0:00:00

Installing collected packages: pymongo
Successfully installed pymongo-4.10.1

WARNING: Running pip as the ‘root’ user can result in broken permissions and conflicting behaviour with the system packai
pip.pypa.io/warnings/venv. Use the —root-user-action option if you know what you are doing and want to suppress this wa

(oot ® kali)-[/tap]
-+ apt-get install ssdeep python-pyrex subversion libfuzzy-dev -y
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[yt fopt/cuckoo]
+ 1s -1 /opt/cuckoo

total 68
Lruxrwxrwx 1 root oot Nov 24 analyzer — cuckoo/data/analyzer
1 root root Nov 24 appveyor.ynl
1 root root Nov 24 conftest.py
druxrwxr-x 14 root root Nov 24 cuckoo
druxrwxr-x 3 root root 200 Nov 24 docs
1 root root 34549 Nov 24 LICENSE
1 root root 86 Nov 24 MANIFEST.in
1 root root 2431 Nov 24 README . r5t
1 root root 204 Nov 24 setup.cfg
—ruxrwxr-x 1 root root 8227 Nov 24 setup.py
druxrwxr-x 7 root root 300 Nov 24 stuff
druxrwxr-x 5 root root 980 Nov 24 tests
druxrwxr-x 2 root root 40 Nov 24 utils
druxrwxr-x 5 root root 140 Nov 24 venv

[y ) fopt/cuckoo]
4 tm -rf /opt/cuckoo # Vaanute Tekyuyw nanky Cuckoo
git clone https://github.con/cuckoosandbox/cuckoo.git /opt/cuckoo

Cloning into */opt/cuckoo’
fatal: Unable to read current working directory: No such file or directory

[ (vl fopt/cuckoo]
+cd fopt

[C(vem)=(root® kali)-[/opt]
-+ tn -rf /opt/cuckoo

[C{venm)(root® kali)-[/opt]
-+ git clone https://github.con/cuckoosandbox/cuckoo.git /opt/cuckoo
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—(venv)—~(root® kali)-[/opt]
— 1s /opt/cuckoo

nalyzer appveyor.yml conftest.py cuckoo docs LICENSE MANIFEST.in README.rst setup.cfg setup.py stuff tests

—(venv)~(root® kali)-[/opt]
— python3 /opt/cuckoo/cuckoo.py

ython3: can't open file '/opt/cuckoo/cuckoo.py’: [Errno 2] No such file or directory

(venv)—(root® kali)-[/opt]
s /opt/cuckoo/cuckoo

pps auxiliary common compat core data distributed _init_.py machinery main.py misc.py private processing r
—(venv)~(root® kali)-[/opt]

~ cd /opt/cuckoo

ython3 setup.py install

uckoo is Python2-only at the moment! Please use Python 2 to install it, i.e., “pip2 install -U cuckoo'.

—(venv)~(ro0t® kali)-[/opt/cuckoo]

— cuckoo

——(venv)~(oo ) fopt/cuckoo/cuckoo]
+ 1s /opt/cuckoo/utils

: cannot access '/opt/cuckoo/utils': No such file or directory

——(venv)~(-oo 1 )-[/opt/cuckoo/cuckoo]
—i cd

(venv)—(root® kali)-[~1
+ 1s /opt/cuckoo/utils





